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1. Integration Approach

1.1 Integration Process
Steps to generate request & read response messages.

Agent Institution will first send request to Customer OU to get AES Key.

This Request will contain Agent Institution ID and token shared with Agent Institution
at the time of on-boarding. Request will be encrypted using Customer OU RSA Public
Key.

Agent Institution will generate Digital Signature on RRN, Timestamp and Cipher Text
using Agent.

Institution RSA Private Key.

Request Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.
Customer OU will verify Digital Signature using Agent Institution RSA Public key.
Customer OU will decrypt the request using Customer OU Agent Institution Specific
RSA Private Key.

Customer OU will verify if the token is valid and not expired. If token is valid, Customer
OU will generate Random AES (256) Key. Generated key will remain in memory and
will not be stored in the database. ® Customer OU will encrypt Random AES Key using
RSA Agent Institution Public Key to get Cipher Text.

Customer OU will generate Digital Signature using Customer OU Agent Institution
Specific RSA Private Key.

Request Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.

Agent Institution will first verify Digital Signature using Customer OU RSA Public key.
Agent Institution will decrypt Cipher Text using Agent Institution RSA Private Key to
get AES Key.

Agent Institution will validate the timestamp. Timestamp cannot be older than 3
minutes (configurable).

Agent Institution will generate the transaction request.

Agent Institution will encrypt Complete Transaction Request payload using decrypted
AES Key.

Agent Institution will generate Digital Signature on Cipher Text using Agent Institution
RSA Private Key.

Request Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.
Customer OU will verify Digital Signature using Agent Institution RSA Public key.
Customer OU will validate RRN and fetch AES Key from memory based on RRN.
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Customer OU will validate the timestamp. Timestamp cannot be older than 3 minutes
(configurable).

Customer OU will decrypt Cipher Text using AES Key.

Customer OU will process the transaction request.

Customer OU will encrypt Complete Response payload using AES Key to get Cipher
Text.

Customer OU will generate Digital Signature on Cipher Text using Customer OU RSA
Private Key.

Response Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.
Agent Institution will verify Digital Signature of Response using Customer OU RSA
Public key.

Agent Institution will validate the timestamp. Timestamp cannot be older than 3 minutes
(configurable).

1.2 Encryption and Decryption Logic
COU will share “integration kit jar” library and RSA Public Key <PUBLIC_KEY> and token
<Token>. Using this library agent institution can encrypt and decrypt data wherever required.

Al will have to share the RSA Public Key <PUBLIC_KEY> with COU.

Note: PUBLIC_KEY and Token will be shared over email or Al Portal

Request/ Response Generation Mechanism
Step 1: Al has to call getAccessToken APl to get the AES Symmetric key from the COU, this key
will be used to encrypt the JSON text.

This Request will contain Agent Institution ID and token shared with Agent Institution at the
time of onboarding. Request will be encrypted using Customer OU RSA Public Key.
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Step 2: Agent Institution will generate Digital Signature on Cipher Text using Agent Institution RSA
Private Key.
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Request Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.

Step 3: Customer OU will generate the response and send it to the Agent Institution.

Response Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.

Step 4: Agent Institution will first verify Digital Signature using Customer OU RSA Public key.

Agent Institution will decrypt Cipher Text using Agent Institution RSA Private Key to get AES Key.
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Step 5: Agent Institution will generate the transaction request.

Agent Institution will encrypt Complete Transaction Request payload using decrypted AES Key.

Step 6: Agent Institution will generate Digital Signature on Cipher Text using Agent Institution RSA
Private Key.

Request Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.
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Step 7: Customer OU will generate the response for transaction and send it to the Agent Institution.

Response Body will contain RRN, Cipher Text, Timestamp, and Digital Signature.

Step 8: Agent Institution will first verify Digital Signature using Customer OU RSA Public key.

Agent Institution will decrypt Cipher Text using Agent Institution RSA Private Key to get AES Key.
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