ENCRYPTION AND DIGITAL SIGNATURE
Pre-requisites:
Channel has to generate a pair of keys (Private and Public) and Public Key need to be shared with EIS.
Algorithm Specification:
Advanced Encryption Standard (AES) for Payload Encryption.
¢ Cipher Mode Operation : Cipher Block Chaining (CBC) with PKCS5Padding
* Cryptographic Key : 256 bits
* |Vector : First 16 byte of cryptographic key (Secret Key)
Rivest-Shamir-Adleman (RSA) for AES Key Encryption.
¢ Cipher Mode Operation : Electronic Codebook (ECB) with OAEPPadding
¢ Cryptographic Key : 2048 bit X509 Certificate
SHA256-Rivest-Shamir-Adleman (RSA) for Digital Signature.
¢ Hashing Algorithm  : SHA 256
¢ Cryptographic Key :2048 bit X509 Certificate
Implementation and Process Flow:

1) Channel has to generate a 32 character plain text dynamic key (AES 256 encryption key) for the
payload encryption.

2) Encrypt the plain JSON request with above AES 256 encryption key.

3) SHA256-RSA algorithm has to be used to sign the plain request payload with the help of Channel
Private Key.

4) RSA algorithm has to be used to encrypt the above AES 256 encryption key with the help of shared
EIS Public Key.

5) All the three values (obtained from Steps 2, 3, 4) must be in Base64 encoding format and shared
with EIS at the time of request in the below mentioned format.

{
"REQUEST_REFERENCE_NUMBER": "SBISI25111900000000000006",
"REQUEST": "[Outcome of Step (2)]",
"DIGI_SIGN": "[Outcome of Step (3)]"

}

Add the secret key in the Http Header request
AccessToken - [Outcome of Step (4)]



6) EIS will validate the request received and decrypt the AccessToken with RSA algorithm and then
proceed with decryption of REQUEST using the AES encryption key obtained from the decryption of
AccessToken and verification of DIGI_SIGN with the shared Channel Public Key.

7) Failure in Validation of request received will return ERROR_CODE SI011 with 401 HTTP code and the
failure in decryption/verification will return ERROR_CODE SI051 with 401 HTTP code.

{
"REQUEST_REFERENCE_NUMBER": "SBISI25111900000000000011",
"ERROR_CODE": "SI®51",
"ERROR_DESCRIPTION": "Unable to process due to technical error!!"™
}

Response HTTP Header
X-0riginal -HTTP-Status-Code - 401

8) On Successful decryption/verification EIS will move on for valid request processing. Depending on
success/failure EIS will forward the response to the Channel with 200 HTTP code.

{

"RESPONSE": "[Encrypted Response (Encrypted with the key obtained from the decryption of
AccessToken)]",

"REQUEST_REFERENCE_NUMBER": "SBISI25111900000000000010",

"RESPONSE_DATE": "26-11-2019 13:10:17",

"DIGI_SIGN": "[Signed Data (Singed on Plain Response)]"

9) Finally channel must decrypt the RESPONSE using the same AES 256 encryption key which was used in
for REQUEST and verify the DIGI_SIGN with SHA256 RSA algorithm with shared EIS Public Key.

REFERENCE SCREENSHOTS:
> Prepare JSON request using encrypted payload and encrypted key as shown below

Body ®
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2 "REQUEST_REFERENCE_NUMBER":"SBISI25111500000000000031",

3 "DIGI_SIGN":"ellTedxxu/TFyuVIfIHEKUcL+4kOmSCEAXICseBk6fbodVtzlc+GRbr/gYUujgfgFVMbVCBjXtEMR/BH7Pr@NbMmGiNpKZ jpHALiWVmVrSEMEhhuGxqvaQxM70
/RqdXMqj1n490Fx5I1Ut5mcsSQ5T3RZXGQG2HHADL taX8a1Q97S@ESyqA0z smrOimNkhVedSEEUNd xmeU4W2Wu+D75vSiky6LFccWdF7INHy /h2 sWr@p7@WhAmRv
+B74D7TnVrhvIKBpOB3WGDYKi t cDrbrHayhvOY9QKEDpUMrIAGOGY Y pYmSxUMAZYebzKDBSF+XCxniTzluwBtxinaXZ1BhHw==",

4 "REQUEST":"ZD+3jX7aCqbDnNLkaJwSkmiiS530UBWQ70CDinHVbjQBywI1p6GeQRGPCCX8M+pAlb/ kDQgC+CyI5SnnkcEGWCRE]g7Dd5YDhEHt zon8pIBy c 7KDRKBnQWuOd+sq+yo3dNOAGgZ TEti6+bEzOHM]
+dSEqOMIHZIYOhEm6Ir3XsR11ILzRBegdGDzUHHhd sul@of4ZcuXq5bA2LeqcQ7Ud7inYt1nXcbzgKqLwUfF /126xtC3YFY1MrBI1HC ] /xWAL9BIthAZ7hfByzQeR/Ceogh==""

Headers (10) [ ]
+ Headers (2)
KEY VALUE DESCRIPTION
Content-Type application/json

«/@ QuFZNhqTy+BuYQwT1 cIMS5UCMECSUi0p07Py

VoW OVINLIFEVQOfw 7juxRmKQuu

chLTM74wHZ4UZ8QbKUsudRmEgNSzKTQ+RoflcW4GDfrdosQyZ/3pHDGFAO0UTTWPR
BbI3rmuTZwdYyZ1qraBGIYKNNw/DgOCFTO7NXGMZyAWUX1]FVEcVHmMDSS)mbbgd
eNAaxETOZRROYEMWPFMy+sL¥3iXigh11ADOIZvErYzpHLIKBs4bn2 ThYL +KARZ63k1

» Temporary Headers (8) @ U/cDQISCEY|2/ 7w 8X4b+dZoCkShFMaxNXyWnMBzFzKFWAESKBIFZ)027FhckCLWX
11pWAkngOIviw==

NOTE: - Payload is passed in body as REQUEST field, Signature is passed in body as DIGI_SIGN field and
encrypted key in header as AccessToken.



» Encrypted response format after successful processing of the request.
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2 "RESPONSE™: "yb9zH+IzPRrrog2zfvStUvBIRMI @vuikySY80UNMoLyEz70tABKHABGe Twme 216xXadB1AdS 035 cBgImcZ2GFvQB/104TpHyDy036pUn6eZL 78/

EKHBVONZd7k6hd4aIx6FhB6BXgI EP+ATKrSu+3BEWF zbWk1EovX7G1hZPUlmKFKITXUg0452KInV7bKTcCjlzoxMLyFTvOS1Y+d7E6VsNgpB/
sLEq4wQuVsBpJGGB7ITnIgYtOXtFvAXVzCgdcrbGzrer32FL1sdyDZvmZvezSaFxp4iM93PaXiclM=",

3 "REQUEST_REFERENCE_NUMBER": "SBISI25111900000000000031",
1 "RESPONSE_DATE": "26-11-2019 16:13:04",
3 "DIGI_SIGN": "GROmDMHv/UjLHIFoeXACQgMx+APuHLz+hI55f5AgRMSvgch/

Ag7b8LWQaCfossNWQLTbh1T@FaV6ihMVOCxebEGOjvm7KdIIDCCEmYBUZgxa8kyII69ZQYkYeySlxpzZDnI8el4SwHr L fRGQ81IBGZ2r6PIBISgt zcUh+1PKG+svWFHEE507@muzTE/ /
WAeVINGAEH7 18wqF +Z1XQs Bwq 596G/ DdeY jAdhj951256QXg3vgBrpe 7B IBAI3288ppEHLL +¥qF gneaBXhFB5x+MbgvgyAZWt 3ocgY iF CHhviHQo8 dGE J6MABRHK L 3HugZNGUKRble

+DIxNoqIdkbYDw=="

» Authorization/Authentication Failure response format before processing the request.
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1 f |
2 "REQUEST_REFEREMCE_NUMBER": "SBISI25111900000800000032",
3 "ERROR_CODE": "SI@s51",
4 "ERROR_DESCRIPTION": "Unable to process due to technical error!!"
5§ |

» Validation Failure response format before processing the request.

(10) Body ®

BETA

none form-data v ” C = raw binary GraphQL
Invalid Request
1-{
2 "REQUEST REFERENCE_NUMBER":"SBISI25111900060000000032" ,
3 "REQUEST":"ZD+jX7aCgqbDnfNLkalwSkmhs530U6HQ70CDinHVbjQBywIIpEGeQRqPCCX8M+p@lhb/kDQgC+CyI5SnnkcEGWCRE]g7Dd5YDhEHt zon8p IByV/B30he6nD
+1locvuvzNxqYCEWIVCZXYoLybA3CQ1h7fK3fTvCyuQViGZrYKIvmQyvepgwdVoo/QL5Qx+5SEILccMwzUXI1Xu3SPGCUMWIaSBe6ZjSsd3uB6huba /wwY JBMPYLDB2fURavX+8LcHKKEy6phQzEMdS

/2IQXz@sHL Idg=="

4}
ody 5 ime: 37ms  Size: 3376 Save Response
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1 {

2 "REQUEST_REFERENCE_NUMBER": "SBISI25111900600000000032",

3 "ERROR_CODE": "sI@11",

a "ERROR_DESCRIPTION": "Unable to process due to technical error!!"

5 %}



